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MO PAU

1. Tinh cap thiét cia dé tai

Trong cac giao dich dién tir, chit ky sé duoc str dung nham dap tng yéu cau
ching thuc vé nguon géc va tinh toan ven caa théng tin. Cac mé hinh ang dung
chir ky sb hién tai cho phép dap ung tt cac yéu cau vé ching thuc nguon goc
thong tin dugc tao ra boi nhitng thuc thé c6 tinh doc 1ap. Tuy nhién, khi ma cac
thuc thé tao ra thong tin I1a thanh vién hay b phan caa mot to chic (don vi hanh
chinh, hé thong k¥ thuat,...) thi ngudn gbc théng tin ¢ cap do té chiic ma thuc
thé tao ra n6 1a mot thanh vién hay bo phan lai khong duoc ching thuc. Hién
tai, 6 thé chua duogc dit ra yéu cau co tinh cap thiét vé van dé nay, nhung trong
Mot tuong lai khong xa, khi Chinh phu dién tr va Thuong mai dién tu cung véi
ha ting cong nghé thdng tin va truyen thdng da phat tnen manh me thi nhu cau
g dung chir ky sO VGi Cac Yéu cau dat ra nhur thé & 13 tit yéu.

Xuat phat tir thuc té d6, NCS da chon dé tai “Nghién ciu, phat trién
cac lwge dd chir ky s6 tap thé” voi mong muébn cé nhitng dong gop vao
su phét trién khoa hoc va cong nghé chung cua dat nudc.

2. Poi twong va pham vi nghién ciu

Déi twong nghién cau caa Luan an bao gém:

- Co so cua cac hé mat khoa cong khai va cac luge d6 chix ky sd.
- Nguyén ly xay dung cac hé mat khda cong khai va lugc d6 chix ky so.
- Cac m6 hinh tng dung mat ma khoa cong khai va chit ky so.
Pham vi nghién cau caa Luan an bao gom:
- Hé mat khoa cong khai RSA, hé mat EIGamal, chuan chir ky s6 GOST

R34.10-94 cua Lién bang Nga va cac co s& toan hoc lién quan.

- Phuong phap ma hoa va giai ma, phuong phap hinh thanh va kiém tra
chix ky so.

3. Muc tiéu nghién ctru
- Pé xuat md hinh tng dung chit ky sé nham dap ung cac yéu cau dat ra

khi trién khai mot Chinh phu dién ti trong thuc té x4 hoi, &p dung phi hop

cho d6i turong 1 cac t6 chire, co quan hanh chinh, cac doanh nghiép.....
- Phét trién mot s6 luoc do chir ky s theo mo hinh da dé xuat.

4. Phuwong phap nghién cuu
- Phat trién mot so luge d6 co sé dya trén cac hé mat va cac chuan chix ky

s6 dugc danh gid co do an toan cao, sir dung cac luge db nay lam co s

dé xay dung cac lugce db chir ky s6 theo muc tiéu nghién ctru dit ra.

- Xay dung mot s6 luoc do chit ky tap thé theo md hinh ¢ng dung moi dé
xuat c6 kha nang ung dung trong thuc tién.

5. No§i dung nghién ctru
- Céc hé mat RSA, hé mat EIGamal va chuan chir ky s6 GOST R34.10-



94 cua Lién bang Nga.

- Phét trién mot s6 lugc dd co s& dua trén hé mat RSA, hé mat ElGamal
va chuan chit ky s6 GOST R34.10-94.

- Xay dung mot s6 luge d6 chir ky so dua trén cac lugc d6 co sé theo md
hinh &ng dung mai dé xuat.

6. Y nghia khoa hoc va thyc tién
M@ hinh chit ky s tp thé dugc dé xuét trén co sé CAc yeu cau dit ra cho viéc ching
thue cac van ban, ti liéu,... trong cac thi tuc hanh chinh & cAc t6 chiic, co quan, cac
doanh nghiép,... khi trién khai mét Chinh phu dién tir trong thuc té X hoi.

Cac lugce do chir ky tap thé duoc dé xuat & day co tinh tng dung thuc té,
kha thi va khong vi pham vé van dé ban quyén.

7. B6 cuc caa luan an

Luan an bao gom 3 chuong cung véi cac phan Mo dau, Két luan va
Danh muc cac cong trinh, bai bao di dugc cdng bd cua tac gia lién quan
dén céc van dé nghién ctu cua Luan én.

Chuong 1: Khai quat vé mé hinh chit ky s6 tap thé va huéng nghién cau
cua dé tai.

Trinh bay mot s6 khéi niém va thuat ngir lién quan dén cac noi dung nghién
ctru va dugc sir dung trong Luan an. Pinh hudng nghién ciu cua dé tai Luan &n.
Pé xuat md hinh ung dung chir Ky sé phtl hop cho cac yéu cau thuc té dit ra.

Chuong 2: Phat trién cac luoc d6 chir ky s tap thé dua trén hé mat RSA.

Trinh bay tong quan vé hé mat RSA: phuong phap hinh thanh khda,
phuong phap ma hda va giai ma thong tin, phuong phap hinh thanh va
kiém tra chit ky, phan tich co sé xay dung, mic do an toan cia hé mat
RSA, tir 6 dé xuat lugc d6 chit ky sé 1am co s& dé xay dung va phat trién
cac luoc d6 chit ky sb tap thé. Xay dung 3 luoc d6 chit ky sé tap thé theo
md hinh chit ky s6 di duoc dé xuat & Chuong 1.

Chuong 3: Phat trién cac luge d6 chir ky sé tap thé dua trén hé mat
ElGamal va chuan chix ky sé6 GOST R34.10-94.

Trinh bay tong quan vé hé mat ElGamal va chuan chir ky sé6 GOST
R34.10-94 cua Lién bang Nga: phuong phap hinh thanh khéa, phuong
phap hinh thanh va kiém tra chir ky, phan tich co s¢ xay dung va mutc do
an toan cua hé mat ElGamal va GOST R34.10-94. Dé xuat 2 lugc dd co so
dua trén hé mat ElGamal va GOST R34.10-94, tir d6 phat trién 6 lugc do
chix ky s tap thé theo md hinh méi dé xuat.



CHUONG 1 6
KHAI QUAT VE MO HINH CHU KY SO TAP THE VA HUONG
NGHIEN CUU CUA PE TAI

1.1 Hwéng nghién ciru ciia dé tai Luin an

Trén thuc té, nhiéu khi mot thuc thé ky (con ngudi, thiét bi ky thuat,...) 1a
thanh vién hay bo phan cia mot to chic (don vi hanh chinh, hé thong ky
thuat,...) va thong diép dix lieu (ban tin, théng béo, tai liéu,...) duoc thuc thé ky
tao ra vdi tu cach 1a mot thanh vién hay b6 phan cua t6 chirc d6. Trong trudng
hop nay, thong tin khdng chi co nguoén goc tir thuc thé (ky) tao ra n, ma con
co ngUOn gdc tir to chic ma & d6 thuc thé ky la mét thanh vién hay b phan
cua to chic ndy. Van dé ¢ day 13, thong tin can phai duoc ching thuc vé
nguén gbc va tinh toan ven & 2 cap do: cip d6 ca nhan thyc thé ky va cap do
t6 chizc ma thuc thé ky 1a mot thanh vién hay bo phan caa nd. Cac mé hinh
tng dung chix ky s6 hién tai chu yéu méi chi dam bao cho nhu cau ching thuc
thdng tin & cap do ca nhan cua thuc thé ky, con viéc chiing thuc dong thoi & ca
2 cap d6 nhu thé hién tai vin chua duoc dat ra. C6 thé 14, mot yéu cau nhu vay
chua thuc sy can thiét duoc dat ra ¢ thoi diém hién tai, nhung rd rang d6 sé 1a
nhu cau thuc té va ngay cang tré nén can thiét trong bdi canh Chinh phu dién
tir, Thuong mai dién tir hay noi chung la cac giao dich di¢n tir dang dugc phat
trién voi qui mo toan cau.

T nhitng phan tich trén day, huéng nghién cau cia dé tai Luan an 1a dé
xuat mé hinh ung dung chit ky sb, duoc goi 1a mé hinh chiz ky sé tdp thé,
nham dap (ing cho cc yéu cau chung thuc nguon goc va tinh toan ven
thdng tin & nhiéu Cap d¢ khac nhau va xay dung cac lugc d6 chit ky so theo
m6 hinh méi dé xuat nham | dap ing t6t cac yéu cau ma thuc tién dat ra.

1. 2 M hinh chir ky s6 tap thé

M6 hinh chit ky s tap thé dugc dé xuat c6 cau trac co ban cia mot PKI
truyén thong véi thiét ké bo sung nham bao dam ddng thoi cac chic nang vé
ching thure s6 cho mot to chire (don vi hanh chinh, hé thong k§ thuat,...) véi
cac hd tro vé an toan bao mat thdng tin va kha ning lién két cac to chac véi
nhau trong c4c dich vu ching thuc s6. Trong md hinh nay, thuc thé ky la
thanh vién cua mét to chac va duoc phép Ky 1én cac thong diép dir liéu voi
danh nghia thanh vién cua to chic ndy. Ngoai ra, cac thuc thé ky ¢ thé hop
t4c v4i nhau dé hinh thanh cac nhém ky trong truong hop mot thong diép dir
liéu can duoc ky boi mét sb thanh vién cua té chic d6. Ciing trong mé hinh
nay, Co quan ching thuc — CA (Certificate Authority) la bd phan chirc nang
c6 nhiém vu bao dam cac dich vu chiing thuc s, nhu: ching nhan mot thuc
thé 1a thanh vién cua t6 chic, ching thuc chit ky s ca nhan cia mot thuc thé
hay da chit ky caia mot nhém ky trong viéc hinh thanh chix ky tap thé...



1.3 Lwoc §16 chir ky’sf') tap thé o ‘
Mot luge do chir ky s6 xay dung theo mé hinh mai dé xuat bao gom cac

thanh phan co ban nhu sau:

- Thuat ton hinh thanh cac tham sé hé thong va khoa.

- Thuat toan ching nhan va kiém tra tinh hop phap caa dbi tuong ky.

- Thuat toan hinh thanh va kiém tra chix ky ca nhan.

- Thuat ton hinh thanh va kiém tra chix ky tap thé.

- Thuat toan mé héa va giai ma théng tin.

O day, thuat todn ma hda va giai ma théng tin khdng phai 1a yu cau bat bude doi

V6i cac luge do chir ky tap thé. N6 chi can thiét trong cac tng dung thyc t&, ma ¢ do
van dé bao mat cho cac thong di¢p dir liéu duoc dat ra.

1.4 Két ludn Chuwong 1

Cac két qua da dat duoc & Chuong 1 bao gom:

- Thdng nhat mét s khai niém va thuat ngit lién quan duoc str dung trong Luan &n.

- Pé xuat md hinh tng dung cho cac luoc do chir ky sb ¢6 thé ap dung cho cac
t6 chtic & hoi nhu: cic co quan hanh chinh nha nudc, cac doanh nghiép,...
nham bao dam viéc ching thuc cho cac thong diép dit liéu trong cac giao dich
dién ti (Chinh phu dién t&r, Thuwong mai dién tir,...) phu hop vai viéc chiang
thue cac van ban, tai liéu,... trong cac thu tuc hanh chinh thuc té hién nay.

_ CHUONG2 ”
PHAT TRIEN CAC LUQC PO CHU KY SO TAP THE DUA
TREN HE MAT RSA

2.1 Lwoe d0 co'sé - LD 1.01

2.1.1 Phuong phép hinh thanh cac tham s hé théng va khoa

a) Hinh thanh cac tham sb hé thong

1- Sinh 2 s6 nguyén t6 p va q 16n, manh;
2- Tinh modulo n theo cong thiric: N = p x(Q;
3- Chon gia tri t thoa mén: m/2<t<g¢(n), véi: ¢(n)=(p-1)x(q—1) va
m<¢(n);
4- Lya chon ham bam H : {01} — Z,,.
b) Hinh thanh khoa
1- Chon khoa bi mat (x) théa man: 1<x<n, ged(x,n)=1;
2- Tinh khoa cong khai (y) theo cong thirc: y =(x)™" modn
c) Bi mat va céng khai cac tham sé
1- Bi mat c4c tham sé: p, g, .
2- Cong khai cac tham sé: n, t.
3- Chang nhan y boi mét Co quan chung thuc — CA (Certificate
Authority) tin cay.
2.1.2 Phuong phép hinh thanh va kiém tra chit ky
a) Thuat toan hinh thanh chit ky
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Dit liéu vao: Thong diép dir liéu can ky M; khoa bi mét x cia doi
tuong ky.
Két qua dau ra: chit ky s6 (R,S).
Thuét toan bao gom céc budc:
1- Tinh: R=k"'modn, v&i: k=H(x|M)
2- Tinh: E=HR|M)
3- Tinh: s =k x(x)" modn
b) Thuat todn kiém tra chix ky
Dir li€u vao: Thong diép dir liéu M; chir ky (R,S); khoa cong khai y
cta d6i tuong ky.
Két qua dau ra: khang dinh vé tinh hop 1 cua chit kY (R,S).
Thuét toan bao gém céc budc:
1- Tinh: e=H({R|M)
2- Tinh: R =S"xy® modn
3- Kiém tra néu R =R thi chit ky (R,S) hop 18.
2.2 Lwoc do chir ky s6 don - LD 1.02
2.2.1 Phuong phap hinh thanh cic tham sb hé thong va khéa
a) Thuat toan hinh thanh cac tham s6 hé thong
Tuong tu nhu lugc do LD 1.01.
b) Thuét toan hinh thanh khéa
+ Hinh thanh khéa cua CA:
1- Chon khéa bi mat (xg ) théa man: 1<x, <n, ged(x,,n)=1;
2- Tinh khoa cong khai (Y, ) theo cong thic: vy, =(x, )" modn.
+ Hinh thanh khéa ctia cac ddi tuong ky U; (i = 1,2,...):
1- Chon khéa bi mat (x;) théa man: 1<x, <n, ged(x;,n)=1;
2- Tinh khoa cong khai (y; ) theo cong thac: y; =(x;)" modn,
2.2.2 Phuong phap chiing nhan va kiém tra tinh hop phép cua céc déi tuong ky
a) Thuat todn chang nhan dbi tuong ky
Dt liéu vao: Khoa cong khai y; va thong tin nhan dang ID; cia Uj,
khoa bi mat X, cua CA.
Két qua dau ra: (Ui,Vi) 1a chting nhén cua CA dé6i véi U
Thuat toan bao gom cac buéc:
1- Tinh: u =(H(x, |y, | 1D;)) modn
2-Tinh: t=H(u [yl IDi)
3-Tinh: v, = (H (%, 1Y, 11D,)x (x, )" )modn
4- Cong khai (u;,v;) 1a chimg nhan ciia CA déi voi U,.
b) Thuat todn kiém tra tinh hop phép caa ddi tuong ky
Dir ligu vao: Khoa cong khai y;, ID; cua U;, (u;,vi), khoa cong khai



Ve Cua CA.

Két qua dau ra: khang dinh tinh hop 1& ctia chitng nhan (u;,v).

Thuéat todn bao gom céac budéc:

1- Tinh: = H(Ui Iy |l IDi)

2- Tinh: @ =(v,) x(y,,)" modn

3- Kiém tra néu g, =u, thi (u;,v;) hop 1¢, do d6 tinh hop phap cua dbi
tuong ky U; va tinh toan ven cia y; dugc cong nhan.

2.2.3 Phuong phap hinh thanh va kiém tra chix ky so tap thé
a) Thuat toan hinh thanh chix ky s tap the

Dir liéu vao: Thong diép dix liéu can ky M, khda bi mat x; cua U; ,

khoa bi mat x., cua CA.

Két qua dau ra: (R,S) 1a chit ky tuong tng véi M.

Thuat toan bao gém cac budc:

1- Ui tinh: R =(k;) modn, vGi: k, = H(x, [ M)

2- CAtinh: R, =(k,) modn, v&i: k, =H(x, [|[M)

3- CAtinh:R=R xR_ modn

4- CAtinh: E=H(R| M) va gui cho di tuong ky U

5- Ui tinh: S, =k x(x )" modn va gui cho CA.

6- CA kiém tra chit k¥ c4 nhan bang Thudt todn kiém tra chir ky ca
nhan (Muc c). Néu chit ky ca nhan hop 1é thi thuc hién cac buédc
tiép theo. Nguoc lai, két thac viéc hinh thanh chi ky tap thé.

7- CAtinh: s_ =k, x(x, )" modn

8- CAtinh: s=s,xS_modn

b) Thuat todn kiém tra chix ky tap thé

Dit liéu vao: Thong diép dix ligu M, khoa cong khai y; cua U; , khoa

cong khai y., caa CA.

Két qua dau ra: khang dinh tinh hop 1 caa chix ky (R,S).

Thuat toan bao gom céc budc:

1- Tinh: Y =y, xy_ modn

2- Tinh: E=H(R|M)

3- Tinh: R=S'xY®modn

4- Kiém tra néu R =R thi chit ky (R,S) hop 1&.

c) Thuat todn kiém tra chit ky ca nhan

Dir liéu vao: (R;,S;) - chir ky ca nhan cua U; .

Két qua ra: Khang dinh tinh hop 1é cua (R;,S)).

Thuét todn bao gom céc budc:

1- Tinh gia tri R theo cong thuc: R =(s,) x(y,)F modn

2- Kiém tra néu R =R thi chit ky ca nhan (R;,S;) cua U; hop lé.
Nguoc lai, néu R =R : chit ky ca nhan (R;,S;) cua U; 1a gia mao.
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2.3 Luwgc d6 da chir ky song song - LD 1.03
2.3.1 Phuong phép hinh thanh cac tham s6 hé thong va khéa
Tuong ty nhu luge do LD 1.02.
2.3.2 Phuong phap chiing nhan va kiém tra tinh hop phép cua cac déi tuong ky
Tuong tu nhu luge d6 LD 1.02.
2.3.3 Phuong phép hinh thanh va kiém tra chit ky s6 tap thé
a) Thuat toan hinh thanh chix ky tap thé
Dir liéu vao: Thong diép dir liéu M, khoa bi mat (Xq, Xo,... Xj,..., XN)
cua cac thanh vién nhom G;, khoa bi mat X, cua CA.
Két qua ra: (R,S) - chit ky tap thé cia nhom G; tuong ung v6i M.
Thuat toan bao géom cac buoc:
1- Hinh thanh phan thir nhét (R ) ctia chit ky tap thé theo cac budc:
la- U; (i) tinh: R = (H(x || M) mod n, Voi: Kk, =H(x, | M)
1b- Cac thanh vién nhdm ky guri giatri R; (i1~ ) cho CA.
1c- CA tinhgiatri R; theo cong thuc:
R, HR modn

1d- CAtlnh R, = (k. ) modn, Voi: k, =H(x, M)
le- CAtinh: R=R; xR, modn
2- Hinh thanh phan thi hai (S) ciia chit ky tap thé theo cac budc:

2a- CAtinh: E=H(R| M) vagtri cho cac thanh vién nhom ky

2b-U; (i=1,N) tinh: s, =k, x(x,)° modn

2¢- Cac thanh vién nhom ky guri giatn Si(i=1,N) cho CA.

2d- CA kiém tra chir ky c& nhan bang Thugt toan kiém tra chi ky ca nhan
(Muc c). Néu cac chit ky ca nhan hop 1 thi thuc hién cac budc tlep
theo. Nguoc lai, két thic viéc hinh thanh chix ky tap thé.

2e- CA tinh gia tri S; theo cdng thic:

S; = ﬁsi mod n

2g- CAtinh: =Sca =k, x(x, )" modn
2h- CAtinh: s=s, xS, modn

3- Cong khai (R,S) Ia chu ky tap thé cua nhom G; twong g vai M.
b) Thuat todn kiém tra chit ky tap thé

Dir liéu vao: Thong diép dix liéu M, chix ky tap thé (R,S), khoa cong
khai cua céac thanh vién nhém ky (yi, Y».... Vi,..., ¥n), khoa cong khai
Yea Cua CA.

Két qua ra: khang dinh tinh hop 1€ cua chit ky (R,S).

Thuat toan bao gom cac budec:

1- Tinh khoa cdng khai chung ctia nhom ky:

N
Y; =] ]y modn
i=1



2-Tinh: Y =Y, xy_, modn
3-Tinh: E=H(R|M)
4-Tinh: R=S'xY®modn
5- Kiémtranéu R =R thi (R,S) hop Ié.
¢) Thuét todn kiém tra chix ky ca nhan
Dir liéu vao: (R;,S;) la chir ky ca nhan caa thanh vién U; (i=1N).
Két qua ra: khang dinh tinh hop 1& caa chir ky (R;,S)).
Thuat toan bao gom céc budc:
1- Tinh gid tri R, (i=1N) theo cong thic: R =(S,) x(y, )" modn
2- Tinh gia tri R, theo cong thuc:

N
R, =] R modn
i=1

3- Kiém tra néu R, =R, thi chit ky ca nhan (R;,S;) ciia céc thanh vién trong
nhom ky déu hop 18. Nguoc lai, néu R, =R, da co sy gia mao trong cac
chir ky ca nhan (R;,S)).
2.4 Lwgc d6 da chir ky noi tiép - LD 1.04
2.4.1 Phuong phap hinh thanh cic tham sb hé thong va khéa
Tuong tu nhu luge d6 LD 1.02.
242 Phuong phéap chiing nhan va kiém tra tinh hop phap ctia céc déi tuong ky
Tuong tu nhu luge d6 LD 1.02.
2.4.3 Phuong phép hinh thanh va kiém tra chix ky tap the
a) Thuat toan hinh thanh chix ky tap thé
Dir liéu vao: Thong diép dir liéu can ky M, khoa bi mat cua cac thanh
vién trong nhom ky (Xq, Xa,... Xj,..., Xn), khoa bi mat (X.,) cia CA.
Két qua ra: (R,S) 1a chit ky tap thé ctia nhdm G; twong tmg véi M.
Thuét toan bao gdm céac bude:
1- Hinh thanh phan thir nhét (R ) ctia chit ky tap thé theo cac budc:
la- Ui(i=1N)tinh: R =R, x(k;) modn VO&i: Ry =1 va: k =H(x, [ M)
1b- Thanh vién U; (i=1,N) guigiatri R; cho CA.
1c- CAkiémtranéu i < N thi giri R; cho thanh vién tiép theo U, dé tiép
tuc thuc hién bude hinh thanh phan thir nhat cia cac chit Ky c& nhan
(1a). Néu i=N thi r, =R, , CA chuyén sang thuc hién budc tiép theo.
1d- CA tinh: R, = (k) modn, V&i: k, =H(x, [|[M)
le- CAtinh: R=R; xR, modn
2- Hinh thanh phan thi hai (S) caa chit ky tap thé theo cac budc:
2a- CAtinh: E=H(r| M) Va gui cho cac thanh vién nhém ky
2b- Thanhvién U; (i=1n) tinh: S, =S, xk; x(x,)" mod n VOI: Sy =1
2c- Thanhvién U; (i-1N) gui giatri S; cho CA.
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2d- CA kiém tra chix ky ca nhan (RiS) bang Thugt todn kiém tra cha ky
ca nhan (Muc c). Néu chix ky c& nhan hop 18 thi thuc hién budc tiép
theo (2e). Ngugc lal, két thic viéc hinh thanh chix ky tap thé.
2e- Néu i<N: CA gui S; cho thanh vién tiép theo Ui, dé tiép tuc thu:c
hién budc hinh thanh phan thtr hai ciia chix ky ¢a nhan (2b). Néu i =
thi s, =S, , CA chuyén sang thuc hién cac budc tiép theo.
29- CAtinh: s =k_ x(x,)" modn
2h- CAtinh: S=S5; xS, modn
3- Cong khai (R,S) la chu ky tap thé ctia nhom G; tuong (g Vi M.
b) Thuat todn Kiém tra chix ky tap thé
Dir liéu vao: Thong diép dit liu can tham tra M, chix ky tap thé
(R,S), khoa cong khai (Y1, Yo,... Vi,..., Yn) Cua cac thanh vién nhom
ky, khoa cong khai y., cua CA.
Két qua ra: khang dinh tinh hop Ié cta chit ky (R,S).
Thuat toan bao gom cac budc:
1- Tinh khoa cdng khai chung ctia nhom:
Y, = ﬁ y, mod n

2-Tinh: Y =Y, xy_, modn

3-Tinh: E=H(R||M)

4-Tinh: R=S'xY®modn

5- Kiémtranéu R =R thi chitky (R,S) hop Ié.
¢) Thuat todn kiém tra chit ky ca nhan

Dir liéu vao: (R;,S;) - chit ky ca nhan cua thanh vién U;.

Két qua ra: khang dinh tinh hop Ié cua chit ky (R;,S)).

Thuat toan bao gom céc budc:

1- Tinh giatri: R =(s,)' x(Y,)* modn VG&i: Y, =(y, x y, x...x y;)modn

2- Kiém tra néu: R =R, thi chit ky ca nhan (R;,S;) hop 1&. Nguoc lai, néu

R = R thi (R;,S)) la gia mao.

2.4 Két luan Chuong 2

Céc két qua da dat duoc & Chuong 3 bao gom 4 luge do chit ky s6 mai,
trong d6 lugc do co sd duogc phét trién tir hé mat RSA. Luogc do co s¢ dugc sir
dung dé xay dung 3 luoc d6 chit ky tap thé theo mo hinh dd duoc dé xuat &
Chuong 1.

: L _ CHUONG3 N
PHAT TRIEN CAC LUQC PO CHU KY SO TAP THE DUA TREN HE MAT
ELGAMAL VA CHUAN CHU KY SO GOST R34.10-94

3.1 Lwgc db co'séloai 1- LD 2.01 ,
3.1.1 Phuong phap hinh thanh c&c tham so6 hé thong va khoa
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1 - Chon cap s6 nguyén t p va g da 16n, thoaman: q| (p-1).

2 - Chon phan tirsinh: g = h®*2'4 mod p, c6 bac g cianhém z,, véi: 1<h<p.

3 - Chon khda bi mat (x) 1a mét gia tri trong khoang: 1<x<q.

4 - Tinh khoa cong khai tirong tmg (y) theo cong thirc:  y = g™ mod p

5 - Luya chon ham bam H: {01} - z,

6 - Bi mat: x ; cong khai: p, g, 0.

7- Chting nhan va cong khai y béi mot CA dang tin cay.
3.1.2 Phuong phép hinh thanh va kiém tra chir ky
a) Thuat toan hinh thanh chir ky

Dit liéu dau vao: Thong diép dit liéu can ky M, khoa bi mat x ctia doi
tuong ky.

Két qua dau ra: (R,S) 1a chir ky s6 tuong Gmg véi M.

Thuét toan bao gém céc budc:

1-Tinh: k=H(x||M), R= (gk mod p)modq

2 - Tinh: E=H(M), S=(kxE™+xxR)modq
b) Thuét todn kiém tra chit ky

Dir liéu dau vao: Thong diép dir liéu M, chit ky (R,S), khoa cong
khai y ctia d6i tugng ky.

Két qua dau ra: khang dinh tinh hop 18 cta chir ky (R,S).

Thuat toan bao gom céac budc nhu sau:

1-Tinh: E=H(M)

2- Tinh: R= (gS'E x y*F mod p)modq

3- Kiém tra néu: r-r thi chir ky (R,S) hop 18.
3.2 Luoc d6 co sé loai2 - LD 2.02
3.2.1 Phuong phap hinh thanh c4c tham s hé thng va khéa

Tuwong tu nhu luge d6 LD 2.01.

3.2.2 Phuong phap két hop hinh thanh chir ky va ma hda thong diép dit liéu
a) Thuat toan hinh thanh chit ky va ma héa thong diép dir licu

Gia st dbi tuong gui U; c6 khoa bi mat 1a x;, khoéa cong khai tuong
tmg 13 y;; Dbi tugng nhan U; co khoa bi mat 1 x; va khda cong khai 1a
y;. D¢ giri thong diép dit liu M cho d6i tuong U;, U; thuc hién céc bude
nhu sau:

1- Tinh: k =H(x M), R=g"“ mod p

2- Tinh: E=H(RIM), S=(k xE™+x )modg

3- Tinh: c=Mx(y, )" mod p

4- Giri ban ma - chit ky s6 (C,E,S) dén doi twong nhan U
b) Thuat todn giai ma thong diép dit liéu va kiém tra chit ky

Tir ban ma - chit ky s6 (C,E,S) nhan dugc, doi twong U; st dung
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khoa bi mat cua minh (x;) va khoa cong khai (y;) cua dbi twong giri (U;)
dé giai ma va xéac thuc (nguon goc, tinh toan ven thong tin) thong diép
dir liéu nhan duoc theo cac budc nhu sau:

1- Tinh gia tri = theo cong thirc: R = g>€ x(y;)" mod p

2- Giai ma thong diép dir liéu: M =cx(R) modp

3- Tinh: E=H(R| ™). Néu: E =E thi M =M va (E,S) Ia chit ky hop I& dbi
VoI M.

3.3 Luoc d6 chir ky so don - LD 2.03
3.3.1 Phuong phap hinh thanh c4c tham sb hé théng va khoa

Céc tham sb hé thong, khoa ciia CA va khoa cua cac doi tuong Ky duoc hinh

thanh theo cac budc nhur sau:

1- Hinh thanh cac tham s6 hé théng nhu luoc dd co s LD 2.01.

2- Khoa bi mat (X,) cia CA la mot gia tri dugc chon théa man:
1<x, <q, khoa cong khai twrong timg (y..) cua CA dugc tinh theo
cong thuc: y, =9 = modp

3- Khoa bi mat (X; ) cta thanh vién U; (i = 1,2,3,...) 1a mdt gia tri
duoc chon théa min: 1<x <q, khoa cong khai y; tuong Ung
duoc tinh theo cong thirc:  y, =g mod p

4- Cong khai cac gia tri: p, q, g, Yea Va y; (i=1,2,3,...); gilt bi mat cac
gia tri: Xeq Xi (1=1,2,3,...).

3.3.2 Phuong phap chimg nhan va kiém tra tinh hop phap cua cac ddi trong ky
a) Thuat todn ching nhan ddi tuong ky

Dir liéu vao: Khoa cong khai y; va thong tin nhan dang 1D; cua dbi

tuong ky U; (i=123...), khoa bi mat X, cua CA.

Két qua ra: (u;,v;) - chitng nhan cta CA ddi véi U .

Thuét toan bao gdm cac budc:

1- Tinh: k =H(x, |y, 111D,), U; =(g* mod p)modq

2- Tinh: E=H(y, | 1D;), v, = (k, x E™ + X, xu, )Jmod g

b) Thuat toan kiém tra tinh hop phép ctia dbi tuong ky

Dit liéu vao: Khoa cong khai y; va ID; cua déi twong U;, (u;,v;), khoa

cong khai yc, cua CA.

Két qua dau ra: khang dinh tinh hop I¢ ciia chtirng nhan (u;,V;).

Thuat toan bao gobm cac budc:

1- Tinh: E=H(y, || ID,)

2-Tinh: © = (gvi'E x (y, )= mod p)modq

3- Kiém tra néu U, =U; thi (u;,v;) hop 1é, do d6 tinh hop phap cia ddi
tugng Ky U; va tinh toan ven cua y; dugc cong nhan.
3.3.3 Phuong phép hinh thanh va kiém tra chix ky tap thé
a) Thuat todn hinh thanh chix ky tap thé
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Dir liéu dau vao: Thong diép dit liéu M, khoa bi mat x; ctia U;, khoa

bi mat X, cua CA.

Két qua dau ra: chit ky so tap thé (R,S).

Thuat toan bao gom cac budc nhu sau:

1- U; tinh: R =g mod p, v&i: k, =H(x | M)

2- CAtinh: R, =g* mod p, vGi: k, =H(x, | M)

3- CAtinh:R=(R xR_ mod p)modq

4- Uitinh: s, =(k, xE*+x xR)modq, v6i: E=H(M)

5- CA kiém tra tinh hop 1& ctia chit ky c4 nhan bang Thudt todn kiém tra
chit ky ¢ nhan (Muc ¢). Néu chir ky c& nhan hop 1¢ thi thuc hién cac
budc tiép theo. Nguoc lai, két thiic viéc hinh thanh chit ky tap thé.

6- CAtinh: s, =(k, xE™*+x, xR)modq, V&i: E=H(M)

7- CAtinh: s=(S,+S_)modq

b) Thuat toan kiém tra chit ky tap thé

Dt liéu vao: Thong di€p dir liéu M, chir ky (R,S), khoa y; cta U;,

khoa vy, cia CA.

Két qua dau ra: khang dinh tinh hop 1& cta chir ky (R,S).

Thuat toan bao gom cac budc nhu sau:

1- Tinh: Y =(y, x y,, )mod p

2- Tinh: E=H(M)

3-Tinh: R= (gS'E x Y *E mod p)modq

4- Kiém tra néu r-r thi chit ky (R,S) hop 1¢.

¢) Thuat todn kiém tra chit ky ca nhan

Ditr liéu vao: (R;,S;) 1a chir ky ca nhan cta thanh vién U;.

Két qua dau ra: khang dinh tinh hop 18 cua chit ky (R;,S;).

Thuét toan bao gém céc budc:

1-Tinh: R =g% x(y,)*F mod p

2- Kiém tra néu R =r thi chit ky ca nhan (R;,S;) hop 1€. Nguoc lai,
néu R =R thi (R;,S;) 1a gia mao.

3.4 Lwoc do chir ky s6 don va ma hda - LD 2.04
3.4.1 Phuong phép hinh thanh cac tham s6 hé thong va khoa
Tuong tu nhu Luge d6 LD 2.03.
3.4.2 Phuong phép chimg nhan va kiém tra tinh hop phép cua cac dbi tuong ky
a) Thuat todn ching nhan ddi tuong ky

Dit liéu dau vao: Khoa cong khai y; va ID; cua U; (i=123...), khoa bi

mat X., cua CA.

Két qua dau ra; chirng nhan (u;,v;) cia CA ddi véi U; .



13

Thuét todn bao gom céc budc:

1- Tinh: Kk =H(x, ||y, [1D,), t =g“modp

2- Tinh: u =H( ||y, | 1D;)

3- Tinh: v, = (ki x(u )™+ xca)mod q
b) Thuat todn kiém tra tinh hop phép caa ddi tuong ky

Dir liéu vao: Khoéa cong khai y; va ID; caa U, (u;,vi), khéa cong khai
Yea cua CA.

Két qua dau ra: khang dinh tinh hop 1é ctia chimg nhan (u;,V;).

Thuat todn bao gdm céc budc nhu sau:

1- Tinh: £ = g"* x(y,)" mod p

2-Tinh: @ =H( Iy, D))

3- Kiém tra néu o =u, thi (u;,v;) hop 1¢, do d6 tinh hop phap cua d6i

tuong ky U; va tinh toan ven cua y; duogc cong nhan.
34.3 Phuong phap két hop hinh thanh chit ky tap thé va mé hda thong diép di lisu
a) Thuat toan hinh thanh chir ky tap thé va mé hoa thong diép di liéu
Truong hop 1:

Gia st dbi twong U; gui thong diép dit liéu M cho ddi twong U, O day, doi
twong U; c6 khda bi mét 1a x; va khda cong khai la y; , dbi tuong U; ¢ khda bi mat
la x; va khda cong khai la y;.

Dir liéu vao: Thong diép dir liéu M: 0<M < p, khoa bi mat (X;) ctua
dbi tuong U;, khoa bi mat X, cia CA va khéa cong khai yj cua ddi
tuong U;.

Két qua dau ra: (C,E,S) 1a ban ma - chit ky s6 tap thé twong tmg vdi M.

Thuat toan bao gom cac budc nhu sau:

1- Ujtinh: R =g mod p, v&i: k =H(x M)

2- CA tinh: R, = g"= mod p, V&i: k, =H(x_ [|M)

3- CAtinh:R=R xR_ mod p

4- CAtinh: E=H(R|M)

5- U tinh: s, :(ki x E‘1+xi)modq

6- CA kiém tra chir ky ca nhan bang Thudt todn kiém tra chit ky cé

nhan (Muc ¢). Néu chir ky ca nhan hop 18 thi thuc hién cac budc
tiép theo. Nguoc lai, két thiic viéc hinh thanh chir ky tap thé.

7- CAtinh: s, =(k, xE*+x, )modq

8- CAtinh: s=(s,+S_)modq

9- U; ma hoa thong diép dir liéu M: ¢, =M x(y, J* mod p

10- CAméahdaC; : c=c, x(y,)= modp

11- Giri ban ma — chit ky tap thé (C,E,S) téi d6i tuong nhan U;.
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Truong hop 2:

Gia str dbi twong U; gui thong diép dix lisu M cho mot nhom k ddi twong: G; ={
Uy, Us, ... U ... Ut O day, dbi tuong U; c6 khéa bi mat 1a x;, khoa cong khai
tuong tng 1 y; va nhdm déi tuong G; ¢6 cac khda bi mat 1a: {Xg, Xp, .. X, ... X VA
cac khoa cong khai trong ung 1&: { y1, Yo, ... Yis - Yi}-

Dir li€u vao: Thong diép dir licu M: 0<M < p, khoa bi mat x; cia ddi
twgng Uj, khoa bi mét X, cua CA, cac khoa cong khai (y1, Y2, ... \Yjs -
Vi) ctia nhém ddi tuong G;.

Két qua dau ra: ban ma - chir ky so tap thé (C,E,S) tuong Gmg voi M.

Thuét toan bao gom cac budc nhu sau:

1- Ujtinh: R =g mod p, v&i: k =H(x | M)

2- CAtinh: R, = g* mod p, V&i: k, =H(x, [|M)

3- CAtinh: R=R, xR_ mod p

4- CA hinh thanh phén tht nhét E cta chit ky tap thé:E=H(R|| M)

5- U; tinh: s, =(k xE ™ +x )Jmodg

6- CA kiém tra chir ky c4 nhan bang Thudt todn kiém tra chi ky cé

nhan (Muc c). Néu chir ky c& nhan hop 18 thi thyc hién cic budc
tiép theo. Nguoc lai, két thiic viéc hinh thanh chir ky tap thé.

7- CA tinh S, theo cong thirc: s, =(k, xE™ +x, Jmodg

8- CA hinh thanh phan thi hai S ctia chit ky tip thé:s =(S, +S,,)modq

9- Tinh khoa cong khai chung cua nhom G;:

k
Y, =]]y,modp
j=1

10- U; ma héa thdng diép dit 1iéu M: ¢, =M x(Y, ) mod p
11- CAméd hda C; theo cong thirc: c=c, (Y, f= mod p

12- Guri ban ma — chix ky tap thé (C,E,S) t6i d6i twong nhan U;.

b) Thuat todn giai ma thong diép dir liéu va kiém tra chit ky tap thé
Truong hop 1:

T ban mé - chix ky tap thé (C,E,S) nhan dugc, d6i ‘tugng Uj sur dung
khoa bi mat cua minh (x;), khoa cong khai (y) cua doi tuong gui U; va
khoa cong khai (ye,) ciia CA dé giai ma va kiém tra nguon goc cling nhur
tinh toan ven caa thong diép dir liéu theo cac budc nhu sau:

1- Tinh khoa cong khai chung ctia CA va d6i tuong ky:

Y=y, xy,modp

2- Tinh: R=9g%f xY® mod p

3- Giai ma thong diép di liéu: M =Cx(R)" mod p

4- Tinh: E=H(R| M)

5-Kiém tranéu E =E thi M =M Vva (E,S) 1a chit ky hop 1& véi M.
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Trudng hop 2:

Tur ban ma - chit ky tap thé (C,E,S) nhan dugc, nhom ddi twong G; st
dung khoa bi mat caa minh {Xy, Xz, ... \Xj, ... X}, kvhéa cong khai Cua ddi
tuong gui (y;) va khoa céng khai (y.) cua CA dé giai ma va kiém tra
ngudn gdoc ciing nhu tinh toan ven cua thong diép dir liéu nhan dugc.
Mbi thanh vién U; (j=1,2,.., k) cia nhdm G; thuc hién cac budc nhu sau:

1- Tinh khéa cong khai chung ctia CA va d6i tuong ky:

Y =Yy, xy, modp

2- Tinh: R=g%f xY&mod p

3- Tinh gié trj ; theo cong thirc: F, =(R)" mod p

4- Gui gia tri r; cho cac thanh vién con lai trong nhom G; bang Thudt

todn hinh thanh chiv ky va md héa théng diép dir liéu cua luge dd
co sd LD 2.02.
5- Nhén cac gia tri: r,n,...,f_,f.,.,...., cua cac thanh vién khac

trong nhom bang Thudt todn gidi md théng diép dir liéu va kiém
tra chir ky ctia luge dd co s¢ LD 2.02.
6- Tinh gia tr1 & theo cong thirc:
R, = ﬁrj mod p
7- Giai ma thong diép dit liéu: M =Cx(R,)mod p
8- Tinh: E=H(R|M)
- Kiém tra néu E=E thi M=m va (E,S) 1a chit ky hop 18 tuong
ung voi M.
¢) Thuat todn kiém tra chit ky ca nhan
Dir liéu vao: (R;,S;) 1a chit ky ca nhan cua thanh vién U;.
Két qua ra: Khang dinh tinh hop 18 cua (R;,S)).
Thuét toan bao gém céc budc:
1- Tinh gia tri R theo cong thirc: R, =g>F x(y,)" mod p
2- Kiemtranéu R =R, thi chir ky ca nhan (R;,S) cua U; hop 18. Nguoc lai, néu
R =R thi (Ri,S) la gia mao.
3.5 Lugc d6 da chir ky song song - LD 2.05
3,5.1 Phuong phap hinh thanh cac tham sb hé théng va khoa
Tuong tu nhu & luge do6 LD 2.03.
3,5.2 Phuong phap ching nhan va kiém tra tinh hop phép ciia cac dbi tuong ky
Tuong tu nhu & luge d6 LD 2.03.
35.3 Phuong phép hinh thanh va kiém tra chit ky tap thé
Gia sir nhom ky gom n dbi tueong: G; = {Uy, U,,... Us,..., U} ¢ céc khoa bi
mat 1a: {xq, Xo,. ... X;,.. ., Xn} va cac khoa cong khai trong tng: {y1, Ya,. . . V- - ., Yn}-
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a) Thuat toan hinh thanh chix ky tap thé
Dir liéu vao: Thong diép dit liéu can ky M, cac khoa bi mat (Xy, X, ...
Xi,. .., Xp) ca cac thanh vién nhém G; , khoa bi mat (X¢,) cua CA.
Két qua dau ra: (R,S) - chir ky tap thé tuong tng voi M.
Thuét toan bao gdm cac budc:
1- Hinh thanh phan thtr nhat cua cac chit ky ca nhan (r;) theo cac budc:
1la- Cac thanh vién U; (i =1,n) tinh giatri r; theo cong thic:
=g modp,VSi: k =H(x M)
1b- Cac thanh vién U; guri gia tri r; cho CA.
2- Hinh thanh phan thi nhat (R) ctia chit ky tap thé theo cac budc:
2a- CA tinh gia tri R; theo cong thirc:
R = lllri mod p
2b- CAtinh: R, = g** mod p, Véi: k, =H(x, | M)
2c- CA hinh thanh phan tha nhat caa chit ky tap thé:
R=(R, xR, mod p)modq
3- Hinh thanh phan thir hai ctia cac chit ky c& nhan (s) theo cac budc:
3a- Cacthanh vién U; (i =1,n) tinh gia tri s; theo cong thirc:
s, =(k xE™ +x xR)mod q, V6i: E = H(M)
3b- Céc thanh vién U; gui gia tri s; cho CA.
4- Hinh thanh phan tha hai (S) cua chit ky tap thé theo cac budc:
4a- CA kiém tra tinh hop I& caa cac chir ky ca nhan bang Thudt
toan kiém tra cha ky ca nhan. Néu tinh hop 1é caa cac chix ky
ca nhan duoc cdng nhan thi thuc hién cac budc tiép theo.
Nguoc lai, két thic viéc hinh thanh chir ky tap thé.
4hb- CA tinh gia tri S; theo cong thuc:

S, = isi mod q

4c- CAtinh: s =(k, xE™+x,, xR)modq
4d- CA hinh thanh phan thir hai S cta chit ky tap thé: s =(S, + S, )modg
5- CA cdng khai (R,S) Ia chir ky tap thé caa nhém G; twong tng véi thong diép
dix liéu M.
b) Thuat todn kiém tra chit ky tap thé
Dir liéu vao: Thong diép dit liéu can tham tra M, chit ky tip thé
(R,S), khoa cong khai (y1, VYa,... Vi,..., yn) cta cac thanh vién nhom G; ,
khoa cong khai (y.,) cia CA.
Két qua dau ra: khang dinh tinh hop 1¢ cua chit ky (R,S).
Thuat toan bao gém cac budc nhu sau:
1- Tinh khoa cdng khai chung cua nhom ky:
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Y, :1l[yi mod p

2- Tinh khoa cong khai chung caa nhom ky va CA: Y =Y; x y,, mod p
3- Tinh gia tri dai dién (E) cua thong diép dit liéu can tham tra (M):
E=H(M)
4-Tinh gid tri r theo cdng thic: R =(g**F xY *€ mod p)mod g
5- Kiém tranéu R =R thi chit ky (R,S) hop Ié.
¢) Thuat todn kiém tra chit ky ca nhan
Dir liéu vao: (r;,s;) la chir ky ca nhan cua thanh vién U; .
Két qua ra: khang dinh tinh hop 1é cua chix Ky (f;,s).
Thuat todn bao gom cac budc:
1- Tinh cac giatri % (i=1n) theo cong thuc: r = g* = x(y,)*" mod p
2- Tinh giatri R, theo cong thuc:

§i=lilﬁmodp
i=1

3- Kiém tra néu R =R, thi chix ky ca nhan (r;,s) hop 1&. Nguoc lai, néu
R, =R, da co su gia mao trong cac chir ky ca nhan (r;,sy).
3.6 Lwoc d6 da chir ky noi tiép - LD 2.06
3.6.1 Phuong phép hinh thanh cac tham s6 hé thng va khda
Tuong tu nhu ugc dd LD 2.03.
3.6.2 Phuong phap chimg nhan va kiém tra tinh hop phap cua cac ddi trong ky
Tuong tu nhu & lugc dd LD 2.03.
3.6.3 Phuong phép hinh thanh va kiém tra chix ky tap thé
Gia str nhdm ky gom n dbi tuong: G; = {Uy, U,,... Ui..., U} ¢6 cac khoa bi
mat l&; Xy, X, . . Xi,. .., Xn va cac khoa cong khai tuong g l&: yy, Vs.. . . Vi,.. ., Y-
a) Thuat toan hinh thanh chix ky tap thé
Dit liéu vao: Thong diép dit liéu can ky M, khoa bi mat (X5, Xa,...
Xi,. .., Xp) cua cac thanh vién nhém ky G; , khoa bi mat (X.,) cia CA.
Két qua dau ra: (R,S) - chit ky s tap thé twong tmg voi M.
Thuét toan bao gdm cac budc nhu sau:
1- Hinh thanh phan thir nhat cua cac chix ky ca nhan (1) theo cac budc:
1a- Thanh vién U; (i =1,n) tinh giatri r; theo cong thirc:
h=r,xg“modp, Véi: L=1va k =H(x | M)
1b- Thanh vién U; (i= 1,n) guigiatri r; cho CA.
1c- CAkiémtranéu i <n thi gui i cho thanh vién tiép theo U, d¢é tiép tuc
thuc hién budc h|nh thanh phan tht nhat ctia c&c chit ky ca nhan (1a).
Néu i =n thi R =r,, CA chuyén sang thuc hién budc hinh thanh chix
ky tap thé tlep theo (2)
2- Hinh thanh phan thir nhat cia chit ky tap thé (R) theo cac budc nhu sau:
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2a- CA tinh: R, =g" mod p, VGi: k_, =H(x, M)
2b- CA hinh thanh phan thi nhat caa chir ky tap thé:
R=(R xR, mod p)modq
3- Hinh thanh phan thir hai cua cac chit ky c& nhan (s;) theo cac budc:
3a- CA gui gia tri R cho cac thanh vién nhom ky.
3b- Thanh vién U; (i =1,n) tinh:
s, = (s, +k xE™*+x xR)modq, VSi: s,=0 VA E=H(M)
3c- Thanh vién U; (i =1,n) gui gid tri s; cho CA.
3d- CA kiém tra chit ky ca nhan (r;,s;) bang Thudt toan kiém tra chiz ky ca
nhan (Muc c). Néu chir ky ca nhan hop 1é thi thuc hién budc tiép theo
(3e). Nauoc lai, két thic viéc hinh thanh chit ky tap thé.
3e- Néu i <n : CA guri s; cho thanh vién tiép theo U,.; dé tiép tuc thuc hién
budc hinh thanh phan thir hai cua chir ky ca nhan (3b). Néu i =n thi
S, =5, , CA chuyén sang thuc hién cic budc hinh thanh chit ky tap thé
tiép theo (4).
4- Hinh thanh phan thi hai (S) caa chit Ky tap thé theo cac budc nhu sau:
4a- CAtinh: s, = (k, xE™*+x, xR)modq, VSi: E =H(M)
4b- CA hinh thanh phan thi 2 ciia chit ky tap thé: s = (S, +S,, )modq
5- CA cdng khai (R,S) 1 chix ky tap thé ciia nhdm G; tuong tmg véi M.
b) Thuat todn kiém tra chix ky tap thé
Dir liéu dau vao: Thong diép dir liu M, chir ky tap thé (R,S), khoa
cong khai (y1, Y2, Vi, Yn) ctia cac thanh vién nhom ky G; , khoa cong
khai (Yca) ctia CA.
Két qua dau ra: khang dinh tinh hop 18 cta chir ky (R,S).
Thuat toan bao gdm céc budc nhu sau:
1- Tinh khéa cdng khai chung ctia nhom ky theo cong thac:

Yi :HyimOd p
i=1

2- Tinh khda cdng khai chung ctia nhdmky vaCA: Y =Y, x y_, mod p
3-Tinh: E=H(M)
4-Tinh:R = (gS'E xY *€ mod p)mod q
5-Kiémtranéu & =r thichirky (R,S) hop Ié.
¢) Thuét todn kiém tra chit ky ca nhan
Dir liéu vao: (r;,s;) - chir ky ca nhan caa thanh vién U,
Két qua ra: Khang dinh tinh hop 1¢ caa (r;,s).
Thuat todn bao gom cac budc:
1- Tinh giatri ; theo cong thuc:
K =g%x(Y,)*  mod p, VGi: Y, =(y,xy, x..x y;)med p
2- Kiémtranéu: £ =r thi chir ky c& nhan (r;,si) hop 1&. Nguoc lai, néu T, =,
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thi (r;,;) la gia mao.
3.7 Luge d6 da chir ky va ma hoa song song - LD 2.07
3.7.1 Phuong phap hinh thanh céc tham sb hé théng va khoa
Tuong tu nhu luge d6 LD 2.03.
3.7.2 Phuong phép chimg nhan va kiém tra tinh hop phép cua cac dbi tuong ky
Tuong tu nhu luge d6 LD 2.04.
3.7.3 Phuong phép két hop hinh thanh chit ky tap thé va ma hoa thong diép dir liéu
a) Thuat toan hinh thanh chit ky tap thé va mé hoa théng diép dit lidu
Truong hop 1.

Gia str nhdm n déi tuong gz G; = {Uy, U,,.... U,..., U} ¢6 cac khéa bi mat Ia:
{X4, Xo,..... Xi,. .., Xn} VA céc khoa cong khai twong ung 1&: {y1, Va,.. . Vi,. .., Vn ¥; doi
tuong nhan U, ¢6 khéa bi mat Ia x; va khoa cong khai tuong tng 13 ;. Dit liéu dau
Vao cua thuat toan bao gém: thong diép dit liéu M: 0 <M < p, khda bi mat (xy, Xo,. ..
Xi,. . ., Xn) CUA CAC thanh vién nhom G;, khda bi mat (x.,) cia CA va khoa cong khai
(y) cia dbi twong nhan U;. Két qua dau ra cia thuat todn 13 ban ma — chit ky tap thé
(C,E.S) twong tng v4i M. Nhédm G; ma héa va ky tap thé thong diép dir lisu M
theo cac budc nhu sau:

1- Hinh thanh chit ky (E,S) bang Thudt toan hinh thanh ché ky tdp thé cua

lugce @ LD 2.05.
2- Ma hoa thong diép dir lieu (M) theo cac budc:
2a- Thanh vién U; (i—zn) tinh: ¢, = (y, ) mod p, véi: k; = H(x, [| M)
2b- Cac thanh vién gui gidtri ¢; (i=1n) cho CA.
2c- CAtinh giatri C; theo cong thuc:
C,=]]cmodp
i=1
2d- CAtinh: C,, = (y; J* mod p, Vi k,, =H(x,, | M)
2e- CA hinh thanh ban ma: C =M xC, xC_, mod p

3- Giri ban ma — chit ky tap thé (C,E,S) cho dbi tugng nhan U;.
Truong hop 2:

Gia str nhom ddi tuong gui: G = {Uy, U,,... Us..., UL} ¢6 cac khoa bi mat Ia:
X1, X2,. .. X .., Xn VA cac khoa cong khai tong tng la: v, Ys,. .. Vi..., yn; Nhdm
ddi twong nhan: G;={Uy, U,,... Us,..., UJ c6 cac khéa bi mat 13 xg, Xs.. ... Xi,. . ., Xk
va cac khoa cong khai twong ing 1: Y1, Yo.. .. V.. ., Yie D liéu dau vao ciia thuat
toan bao gom: thong diép dix lisu M: 0< M < p, khda bi mat (X, Xa,. .. Xi...., X,) Cla
cac thanh vién nhdm G;, khoa bi mat (x.,) cia CA va cac khda cong khai (Y, Yo, . .
Yi...., yi) ctia nhdm ddi trong nhan G, Két qua dau ra cia thuat toan 1a ban ma —
chit ky tap thé (C.E,S) twong tmg véi M. Nném G; mé hda va ky tap thé théng diép
dir liéu M theo cac budc nhu sau:

1- Hinh thanh chi ky (E,S) bang Thudt toan hinh thanh ché ky tdp thé cua
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LD 2.05.
2- Ma hoa thong diép dix liéu (M) theo cac budc:
2a- Tinh khda c@ng khai chung ctiia nhom G; theo cong thic:

Y, I_IyJ mod p

2b- Thanh V|enU (i—zn) tinh: ¢, = (Y, ) mod p

2¢- Cac thanh vién guri gidtri ¢; (i=1n) cho CA.
2d- CAtinh giatri C; theo cdng thirc:

C, :ﬁci mod p

i=1
2e- CAtinh: C_ = (Yj)"°a mod p
2g- CAhinhthanh ban m&: ¢ =M xC, xC_, mod p

3- Gui ban ma — chit ky tap thé (C,E ,S) cho nhom dbi tuong Uj.
b) Thuat todn giai ma thong diép dix liéu va kiém tra chix ky tap the

Truong hop 1:

Dit liéu diu vao cua thuit toan bao gdm: ban mi — chit ky tap thé
(C,E,S), khda cong khai (yy, Ys,... Vi,..., y,) cua cac thanh vién nhom
G;, khoa cong khai (Yca) cua CA va khoa bi mat (x;) cua ddi twong nhan
U;. Két qua dau ra cua thuat toan 1a su khing dmh vé t1nh hop 1€ cua
ban ma — chir ky tap thé (C,E,S) hay su cong nhan vé ngudn gdc va tinh
toan ven cua thong di€p dir liéu dugc bao mat ndi dung (M). Thuét toan
bao gdm cac budc nhu sau:

1- Tinh khoa cdng khai chung ctia nhom G;;:

Yi :HYirmd P
i1

2-Tinh: Y =Y, x y_, mod p

3-Tinh: R=g°*F xY " mod p

4- Giai ma thong diép dit liéu theo cong thirc: M =C x (R )" mod p

5-Tinh: E=H([R| M)

6- Kiémtra néu E = E thi M =M va (E,S) lachit ky hop 18 véi M.

Truong hop 2:

Dit liéu dau vao cua thuit toan bao gom: ban mi — chit ky tip thé
(C,E,S), khda cbng khai (yy, Vo.... Vi,..., Vy) cua cac thanh vién nhom G;,
khda cdng khai (Vea) cua CA va khoa bi mat (X1, X2,... Xiy..., Xk) CUA C4C
thanh vién nhom dbi tuong nhan G;. Két qua dau ra cua thuat toan la su
khang dinh Ve tinh hop 1€ ctia ban ma - chix ky tap thé (C,E,S) hay su cong
nhén vé ngudn gde va tinh toan ven cta thong diép dit liéu nhan duoc (M).
MBbi thanh vién U; (j=1,2,.., K) ctia nhém G; thyc hién cac budc nhu sau:

1- Tinh khoa cdng khai (Y;) chung cta nhém G; theo cdng thirc:
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Y, =] Tyimodp

2- Tinh khéa cdng khai chung (Y) cianhom G;va CA: Y =Y; x y,, mod p
3-Tinh: R=g%% xYEmod p

4- Tinh: T, =(R)" mod p

5- Gui gia tri 1, cho cac thanh vién con lai trong nhom G; bang Thudt

toan hinh thanh chir ky va md héa théng diép dir liéu cia luge d6
cosd LD 2.02.

6- Nhan cac gia tri: f,f,...,f,,,F.,..., cia cac thanh vién khac
trong nhom bang Thudt todn gidi md théng diép di liéu va kiém
tra chit kY cta luge dd co s¢ LD 2.02.

/- Tinh gia tr1 R, theo cOng thirc:

k
R, = Hrj mod p

8- Giai ma thong diép dir liéu theo cong thirc: M =C x (ﬁj )Jmod p

9- Tinh: E= H(F‘zn M)

10- Kiém tranéu E=E thi M =M va (E,S) 1a chit ky hop 1€ véi M.
3.8 Lugc do da chir ky va ma hoa n01 tlep LD 2.08
3.8.1 Phuong phép hinh thanh cac tham s6 hé thong va khéa

Tuong tu nhu luge dd LD 2.03.
3,82 Phuong phap chimg nhan va kiém tra tinh hop phép ciia cac doi trong ky
Tuong tu nhu & luge d6 LD 2.04.
3.8.3 Phuong phap két hop hinh thanh chix ky tap thé va ma hoa thong diép di liéu
a) Thuat toan hinh thanh chir ky tap thé va mé hoa thong diép di liéu
Truong hop 1.

Gia sir nhom di tuong giri: G; = {Uy, U,,... Us..., Up} ¢6 cac khda bi mat 13:
{X41, %o . . X .., X } VA cac khoa cong khai twong tng 13: {y1, V.. .. V..., Yn }; DO
turong nhan U; cd khda bi mat la x; va khoa cong khai tuong tng la ;.

Dit lidu dau vao cia thuat todn bao gom: thong diép dir liéu M, khda bi mat {x;,
Xa,. . . Xj,- . ., Xn} CUA CAC thanh vién nhom G;, khda bi mat (x.,) cua CA va khoa cong
khai (y;) ctia ddi tong nhan U;. Két qua dau ra ciia thuat toan 1a ban ma — chix ky
tap thé (C,E.S) twong ting véi M. Nhom G; ma hda va ky tap thé thong diép dit lieu
M theo céc budc nhur sau:

1- Hinh thanh chit ky (E,S) bang Thudt toan hinh thanh ché ky tdp thé cua

LD 2.06.
2- Ma hoa thong diép dir liéu theo cac bude nhu sau
2a- Thanh vién U; (i=1,n)tinh giatri ¢; theo cong thirc:
¢, =¢., x(y, ) mod p, Véi: ¢, =1 va k = H(x | M)
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2b- Thanh vién U; (i =1n) gui gia tri ¢; cho CA.

2c- CA kiém tra néu i<n thi gu’l ¢; cho thanh vién tiép theo U, dé tiép
tuc thuc hién budc (2a). Néu i =n thi C, =c,, CA chuyén sang thuc
hién cac budc tiép theo.

2d- CAtinh: C_ = (yj)"°a mod p, véi: k, =H(x, | M)

2e- CA hinhthanh ban ma: C =M xC, xC_ mod p

3- Giri ban ma — chit ky tap thé (C,E,S) cho di tugng nhan U;.

Truong hop 2:

Gia str nhom ddi tuong gui: G = {Uy, U,,... Us..., U} c6 cac khoa bi mat Ia:
{X1, Xo,... Xi,..., Xy } va cac khoa cong khai twong tng la: {yy, V... Vi,..., ¥n };
Nhém dbi tuong nhan: G; = {Uy, U,,... U,..., U 6 cac khda bi mat 1a: { x,,
Xo,.. . Xi,. . ., X} va cac khoa cong khai tuwong tng la: {y1, Vo,. . . Vi. . ., Yi}-

Dit liéu dau vao cia thuat todn bao gom: thong diép dit lieu M: o< M < p, khda
bi mat (X, Xo,. . . X;,. . ., X,) cha cac thanh vién nhdm G;, khda bi mat (x.,) cia CA va
cac khéa cong khai (y1, Ya. . - Vi - -, V) Clia nhom ddi tuong nhan G;. Két qua dau ra
ctia thuat todn 1 ban ma — chix ky tap thé (C,E,S) tuong tng véi M. Nhém G; ma
hoa va ky tap thé théng diép dit liéu M theo céc budc nhur sau:

1- Hinh thanh chit ky (E,S) bang Thudt toan hinh thanh ché ky tdp thé cua

LD 2.06.
2- Ma hoa thong diép dix liéu (M) theo cac budc:
2a- Tinh khoa cong khai chung ctia nthom G; theo cong thuc:

k
Y, =]]y;modp
j=1

2b- Thanh vién U; (i=1n)tinh: ¢, =c., x(Y, ) mod p Véi: ¢, =1

2¢c- Thanh vién U; (i =1,n) guri gid tri ¢; cho CA.

2d- CA kiém tranéu i <n thi gri ¢ cho thanh vién tiép theo U;,, dé tiép
tuc thuc hién budc (2a). Néu i=n thi C, =c,, CA chuyén sang thuc
hién cac budc tiép theo.

2e- CA tinh gi tri C, theo cong thiic: C,, = (Y, )= mod p

2g- CA hinh thanh ban md: C =M xC, xC_, mod p

3- Gui ban ma — chit ky tap thé (C,E ,S) cho nhom d6i tuong Uj.
b) Thuat todn giai ma thong diép dir liéu va kiém tra chix ky tap the

Truong hop 1:

Dit liéu dau vao cua thuat toan bao gébm: ban ma — chir ky tap thé
(C,E,S), khoa cong khai (y1, Yo,... Vi,..., Vo) cua cac thanh vién nhom
Gi, khoa cong khai (Y.,) ciia CA va khoa bi mat (x;) ctia doi twong nhan
U;. Két qua dau ra cua thuat toan 1a sy khing dinh vé tinh hop 1é cua
chit ky (E,S) hay su cong nhan vé ngudn gdc va tinh toan ven cia thong
di¢ép dir lieu nhan dugc. Thuat toan bao gém cac budc nhu sau:
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1- Tinh khéa cdng khai chung ctia nhom G;;:
Y, =] Ty.modp
i=1

2- Tinh khéa cong khai chung cianhdm G;vaCA: Y =Y, x y,, mod p

3-Tinh: R=9g*F xY % mod p

4- Giai ma thong diép dix liéu: M =c x(R) mod p

5-Tinh: E=H(R|| M)

6-Kiémtranéu E =E thi M =M va(E,S) Ia chit ky hop 18 voi M.

Truong hop 2:

Dir liéu vao: ban ma — chit ky tap thé (C,E,S), khoa cong khai (y,
Y2,... Vi,..., Yn) cua cac thanh vién nhom G;, khda cdng khai (y.,) cua
CA va khoa bi mat (X1, Xa,... Xj,..., Xx) cua cac thanh vién nhém doi
trong nhan G;.

Két qua dau ra: khang dinh tinh hop 1€ cua chit ky (E,S).

pé giai ma va xac thuc thong diép dit liéu nhan duoc mdi thanh vién
U; G=1,2,.., k) cia nhém G; thyc hién cac budc nhu sau:

1- Tinh khoa cdng khai chung ctia nhom G;;

Y, = [Ty modp

i=1

2- Tinh khoa cong khai chung cianhdm G;vaCA: Y =Y, xy_, mod p

3-Tinh: R=g°xY®modp

4- Tinh: F, =(R)" mod p

5- Gin gia tn1 v, cho cac thanh vién con lai trong nhdm G; bang Thudt todn hinh

thanh chit ky va ma héa théng diép di liéu coa luge d6 co'so LD 2.02.
6- Nhan cac gia tri: r,n,...,f_,f.,.,.... cua cac thanh vién khac
trong nhom béng T hth toan giai ma thong diép dir lieu va kiém
tra chir ky cua lugc d6 co so LD 2.02.
/- Tinh gia tri R, theo cong thurec:
R, = ﬁrj mod p
j=1

8- Giai ma thong diép dit lieu: M =C x (E )mod p

9- Tinh:E=HR | M)

10- Kiém tra néu E =E thi M =M va (E,S) la chit ky hop 18 v6i M.
3.4 Két luan Chuong 3 . . ,

Cac ket qua da dat dugc & Chuong 3 bao gom 8 luge do chix ky so6 mdi,
trong d6 ¢6 2 luge do co so duge phét trien tir hé mat ElGamal va chuan chir
k):/ 50 GOST R34.10-94. Céc luge do co s¢ duoc sur dung dé xay dung 6 luoc
do chir ky tap thé theo mo hinh da duoc de xuat & Chuong 1.
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KET LUAN

1. Nhing két qua da dat dwoc cia Luan an:

- Pé xuat md hinh tng dung chit ky sé nham dap tng cac yéu cau vé ching
thue cac théng diép dix liéu trong cac giao dich dién tir, ¢6 thé ap dung phl hop
trong c4c to chiic X hoi, co quan hanh chinh nha nudc, cac doanh nghiép,...

- Xay dung 12 lugc d6 chir ky sb, trong d6 ¢ 3 lugc d6 co sé (LD 1.01,
LD 2.01, LD 2.02) phat trién tir c&c hé mat RSA, ElGamal va chuan chir ky
GOST R34.10-94 cua Lién bang Nga, 9 luoc db chir ky tap thé theo md hinh
g dung méi dé xuat, bao gom 3 luoc do chit ky s6 don (LD 1.02, LD 2.03,
LD 2.04) va 6 lugc dd da chir ky s6 (LD 1.03, LD 1.04, LD 2.05, LD 2.06, LD
2.07, LD 2.08) trong d6 mot s6 luoc do ¢6 kha nang hd trg bao mat thdng tin
(LD 2.04, LD 2.07, LD 2.08).

2. Nhitng dong gép mé1 cia Luan an:

- M6 hinh chiz ky sé tap thé: day 1a mé hinh tng dung chix ky s6 nham déap
g y&u cau xac thuc ngudn gdc va tinh toan ven cho cac théng diép dit lisu &
nhiéu cap do khac nhau, tmg dung phtl hop trong cac to chiic X3 hoi, cac co
quan hanh chinh nha nudc, cac doanh nghiép,... Két qua nay duoc thé hién &
cong trinh sb [4] cua Luan &n.

- Lurge do co sé LD 1.01: 1a mot thuat toan chix ky s6 duoc phét trién trén co
s& hé mat RSA, thuat todn ndy c6 mét s6 wu diém nhur:

+ Cho phép nhiéu thuc thé ky cting str dung chung mét modulo n.

+ Cho phép xay dung lugc do chi ky tap thé ¢ ca 2 dang lugc do chit ky sb
don va luge do da chir ky thuan tién hon so véi luge d6 chit ky RSA.

Két qua nay duoc thé hién ¢ cong trinh s6 [5] ciia Luan an.

- Lwrge d6 co s¢ LD 2.01: duoc phét trién tir chuan chir ky s6 GOST
R34.10-94 cua Lién bang Nga, luge d6 ndy c6 uu diém so véi cac lugc do
thuoc ho El Gamal 1a chi can sir dung mot khda bi mat duy nhét dé hinh thanh
chit ky, do d6 da khac phuc duoc yéu diém cua cac luge dd ho ElGamal khi
khoa thi hai bi sir dung I3p lai. Két qua nay duoc thé hién & cong trinh sb [6]
cua Luan an.

- Luoc do co sé LD 2.02: 1a su két hop luge d6 co sé LD 2. 0l va
thuat toan mat md El Gamal nham bao dam dong thoi cac yéu cau vé
bao mat va xac thuc thdng tin. Két qua nay duoc thé hién & cong trinh
s6 [8] ctia Luén 4an.

- Cdc lwoe do chir Ky s6 tap thé: dugc phét trién tir cac luoc d6 co s theo
mo hinh g dung méi dé& xuat, nham dap tng cac yéu cau ching thuc cac
théng diép dir liéu trong cac giao dich dién tir 4p dung trong cAc to chic X3 hi,
co quan hanh chinh nha nudc, cac doanh nghiép,... Két qua nay duoc thé hién ¢
cong trinh s6 [4,5,6,8] ctia Luan &n.



